
Module 13 
Permission System



Terminology



Policies

● Policies are individual 

permissions to perform a 

particular action. 

● Institutional Policies can be 

applied directly to a user and 

impact all collections they 

have access to.



Policy Permission Categories
There are a number of categories of policies that can be applied to a user 
or role.

Some even have subcategories, 
and some are restricted to the 
institution level.



● All –All permissions

● Table – Access to data tables

● Tool  – Access to Schema Config, 
Query Builder, Record Sets, App 
Resources, Pick Lists, and Audit Log

● System – Access to collection

● Admin – Access to editing passwords, 
agents, Sp6 permissions, SSO options, 
institution-wide only

● Record – Permission to update or 
delete records when merging.

● Report – Permission to run a 
report/label

● Export – Permission to create a DwCA, 
update the RSS feed

● Permissions – Edit permissions for other 
users

● Tree – Access to tree tools (merge, move, 
synonymize, repair, bulk move) per tree

● QueryBuilder – Access to running and 
exporting queries

● Workbench – Access to WorkBench tools 
(upload, delete, validate, rollback, transfer)

● Attachment Import – Access to Bulk 
Attachment Importer

● Batch Edit – Access to Batch Edit tools 
(commit, delete, validate, rollback, delete 
dependents, edit multiple tables)

● Preferences – Shared statistics

Policy Permission Categories



● Roles are groups of 

policies.

● Controls access to 

specific tables, forms, and 

tools. 

○ Roles are created 

once per collection 

and can be assigned 

to multiple users.

Roles



Security and Accounts



● The Security and Accounts system in Specify is a 
comprehensive Role-Based Access Control (RBAC) 
framework.

○ Allows you to align software permissions with your 
real-world workflows, accommodating everyone 
from Collection Managers with full access to visiting 
researchers or students with limited views.

Security & Accounts



One user can have different permissions per collection.



● When a user logs in to Specify 7, they select a single 
‘Collection’ to work in. This sets the “context” or 
“scope” for their session.

● A user’s ability to see or interact with any data is 
determined by the permissions granted to their Role 
for that specific collection, plus any custom Policies.

Who Can See My Data?



Permissions are impacted by institutional scoping

Specify Table Scoping Hierarchy. https://discourse.specifysoftware.org/t/specify-institutional-scopings/1046

https://discourse.specifysoftware.org/t/specify-institutional-scopings/1046


● Security in Specify 7 is additive. Users start with zero 
access.

● Assigning a Role or Policy adds permissions to their 
account. There is no “deny” setting—to restrict access 
to a function or table, simply ensure the user is not 
assigned a Role or Policy that grants it.

How are permissions applied?



Record access is handled at the 
table level. 

● A policy can be made 
allowing access to any data 
in the ‘Locality’ table, but 
you cannot use it to hide 
specific ‘Locality’ records 
while showing others.

● You can add a custom “flag” 
field so records can be 
hidden when exporting.



Customizing 
Permissions



How do I customize permissions?

Click on your username, and 

then click on Security and 

Accounts in the User Tools 

menu.



Left Side: List of 
collections within the 
institution

Right Side: Collection 
view for all roles and 
accounts with access to 
that collection



Select the Institution 
name and see:

● Institution Library of 
Role Templates

● User Accounts 
Defined in this 
Institution

Institution



At the institution level:

● Define a role that can be 
used as a template for 
any collection

● Build on one of our 
defaults

● Turn a custom role into a 
template

Institution Library of Role Templates



This shows a complete list of all users 
in the database.

● You can click on a username to 
see if a user has Collection 
Access, assigned roles, or 
institution-level policies.

● Create new users with Create.

User Accounts Defined in this Institution



● If your institution supports Single 
Sign On (SSO) via OpenID endpoints, 
you can use your institution’s 
identity provider to log into Specify.

○ When creating or editing a user, 
click Create Invite Link and 
share the URL to start.

● Users can choose between 
traditional and SSO login

Single Sign On (SSO)



● Once you click the Create button 
from the list of users in the 
database, you need to fill out:

○ Name (username)

○ Click Set Password and enter 
a new password

● For each Collection, assign an 
Agent and the appropriate roles.

● Optionally, assign any 
Institution-level policies if needed 
or use “Create Invite Link” if you are 
using SSO.

Creating a New User 



Select a Collection name 
and see:

● Collection User Roles

● User Accounts 
Assigned to this 
Collection

Collection



Changes to roles in a Collection do not 
impact others in the database.

● Add Role opens a dialog to select a 
template role or a role from another 
collection.

● Import and Export allow you to export 
all of the roles as a JSON file and import 
them in any other collection.
○ If two roles have a matching name, 

the imported one will overwrite the 
existing one.

Collection User Roles



This shows a complete list of all users in 
the database.

● All users listed here have 
Collection Access.

● This list does not show Institution 
Admin users, who may have access.

● Create new users with Add User.

User Accounts Assigned to 
this Collection



Userʼs Permission Profile
● Read-only preview of 

permissions assigned to a 
particular user

○ Click on ‘Read’, 
‘Create’, ‘Update’, or 
‘Delete’ to see which 
role or policy granted 
access

● See tool acces on the right 
side



● You can delete a user by viewing their profile and clicking 
Delete.
○ If that user has linked resources, those can block 

deletion (e.g., queries, export mappings, app 
resources).

Deleting a User



Learn More

https://discourse.specifysoftware.org/t/
security-and-accounts/539

https://discourse.specifysoftware.org/t/security-and-accounts/539
https://discourse.specifysoftware.org/t/security-and-accounts/539

