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Terminology



Role Permission Policies

Policies

Execute

Export Csv
Export Kml
Create Recordset

Querybuilder v | [All v

e Policies are individual Read
Table v | |All tables i
S o & . R Update
- permissions to perform a I | Doeete
e e o (Some policies that apply only at the institution-level are not present here at the collection-level.)
® o o . .
® o o .
particular action Add
® e o
( Read
[[] Create
Table v | |All tables v [J Update
| [[] Delete

e Institutional Policies can be EET

Accession Agent
Accession Authorization

. . Accession Citations
applied directly to a user and s

ress Of Record

Agent
Agent Geography
M M Agent Specialty
Impact all collections they s
Author
Borrow
have access to. omond Mot
Borrow Return Material
Collecting Event
Collecting Event Attribute )
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Policy Permission Categories

There are a number of categories of policies that can be applied to a user

or role.

Accc

| Cha} All nvite Link |
Table

Instit  T°°!

[(Jins System
Admin ! . . .

v Cus cies (applies to all assigned collections)
Record

(0 [repor LR

Add

Colle

[ JEn

Export
Permissions
Tree
Querybuilder

Workbench

Attachment Import
Batch Edit
Preferences

Institution
[ ] Institution Admin

¥ Custom Institution-level Pa ; to all assigned collections)

All

m ’jExport VJ vDwca |2 Execute
— Backup

Some even have subcategories,
and some are restricted to the
institution level.



Policy Permission Categories

All —All permissions

e Permissions — Edit permissions for other

e Table — Access to data tables users
co e e Tool — Access to Schema Config, e Tree — Access to tree tools (merge, move,
.55 Query Builder, Record Sets, App synonymize, repair, bulk move) per tree
s Resources, Pick Lists, and Audit Log e QueryBuilder — Access to running and
‘*° e System - Access to collection exporting queries
e Admin - Access to editing passwords, e Workbench — Access to WorkBench tools
agents, Sp6 permissions, SSO options, (upload, delete, validate, rollback, transfer)

institution-wide only e Attachment Import — Access to Bulk

e Record — Permission to update or Attachment Importer
delete records when merging. e Batch Edit — Access to Batch Edit tools

e Report — Permission to run a (commit, delete, validate, rollback, delete
report/label dependents, edit multiple tables)

e Export — Permission to create a DwWCA, ® Preferences — Shared statistics
update the RSS feed



Role: Full Access

& KU Fish Observation Collection

Roles e |

Description

© AddRole r—
e Roles are groups of u

Add
From |Ibral'y Role Permission Policies

: : : pOI|C|eS. Assign Roles Read
e oo Collection Admin L | jall=Rles bt SS;Z;
‘:: e Controls access to Create Data Sets » o
e o o Edit Forms and Global Preferences _ Create
s i epe . . . Table v | |Accession v Update
specific tables, forms, and  Edit Picklists |

Edit Taxon Tree ' Read
too I S Export Data H Table v | [Accession Agent v E:;Z
Full Access - Legacy ; S

Read
O ROIeS are Created FU“ Data ACCGSS Table v | |Accession Attachment v (jrzaal:e
Full WorkBench access i

. Inspect Audit Lo ‘ Rea
once per collection P 2 |
Manage |nteract|ons Table v | |Accession Authorization v Update
. Print Reports ‘ S
and can be assighed R — e -

able v ccession Citations v

. Read-Only Access i

to mUItIpIe uSerSo Run Queries Read
Security Admln H Table Address v S;ZE:;

Delete ¥

V




Security and Accounts



Security & Accounts

e The Security and Accounts system in Specify is a
comprehensive Role-Based Access Control (RBAC)
framework.

o Allows you to align software permissions with your
real-world workflows, accommodating everyone
from Collection Managers with full access to visiting
researchers or students with limited views.

N .
Specify

COLLECTIONS



Collection Botany
Manager Collection

.\09“0 '

JohnDoe /09/}7
... view only ...

Guest Entomology . e

Collection i &

One user can have different permissions per collection.



Who Can See My Data?

e When a user logs in to Specify 7, they select a single
‘Collection’ to work in. This sets the “context” or
“scope” for their session.

e A user's ability to see or interact with any data is
determined by the permissions granted to their Role
for that specific collection, plus any custom Policies.

N .
Specify

COLLECTIONS



*Accession can be either at the Institution or Division level

Institution

Storage Tree

Journal

Permit

Reference Work

Accession*

Deaccession

Disposal

Division

Agent

Exchange In / Out

Repository Agreement

Accession*

Table Scoping Hierarchy

Discipline

Trees
(Taxonomy, Geography,
Chronostrat, Lithostrat, and
Tectonic Unit)

Schema Config
Collecting Event
Locality
Loan, Gift, Borrow

Field Notebook

Collection
Preparation Type

Pick List
Collection Object
Group (COG)

Collection Object Type
(CO)

Permissions are impacted by institutional scoping

Collection Object

Preparation

Determination

DNA Sequence

Treatment Event

Exsiccata ltem

A

Visibility

Specify Table Scoping Hierarchy. https://discourse.specifysoftware.org/t/specify-institutional-scopings/1046


https://discourse.specifysoftware.org/t/specify-institutional-scopings/1046

How are permissions applied?

e Security in Specify 7 is additive. Users start with zero
access.

e Assigning a Role or Policy adds permissions to their
account. There is no “deny” setting—to restrict access
to a function or table, simply ensure the user is not
assigned a Role or Policy that grants it.

COLLECTIONS

N .
Specify



Locality: USA, Kansas, Wyandotte: Kansas River, 39.065700531,

®© -94.7512969971 LR
Locality Name  Kansas River
Record access is handled at the ceoprarty ([ +Q
Point v Latitude Longitude Parsed
t a b I e I eve I ) Coordinates |39.0657 N 94.7513 W . C\l’ 9475137
: : : o A pOIicy Ca n be made L:;Q;:Zg v Water Type |Freshwater 7
.o allowing access to any data Remars |
ot in the ‘Locality’ table, but v Geo Coord Details +
you cannot use it to hide  Locatty Details + 5
S Q eC iﬁ C ! I_O C a | ity, reCO rd S Section |28 Township [11S Range |24E Section Part
while showing others. | o
Water Body | Drainage |
e You can add a custom “flag” Plugins
GEOLocate Plugin N/A Show Map

field so records can be o

hidden when exporting. e

A Delete A 20 Clone | Add Save



Customizing
Permissions



ol Statistics

(@ Batch Edit

Q Ssearch

A Notificatio

@ spadmin
& Fish Voucher

& Collapse

How do | customize permissions?

£+ User Tools (spadmin)

User Account Import
& Change Password @ Locality Update Tool

€ Log Out .
| 9 Documentation

Customization o About Specify 7

CIiCk On your username’ and £ Preferences & Community Forum 4

It} Schema Config MR Documentation [

then CliCk On Security and Administrative Tools Developer Resources

. App Resources Clear Browser Cache

Database Schema

L x]
S
=

4 Backup Database

Accounts in the User Tools , -
B3 Generate Master Key ¥3 Operations API

@ Repair Tree 9 Tables API
mMmenu. l M Security and Accounts I

Export

1 Create DWC Archive
N\ Update RSS Feed




Security and Accounts

Instuton Collection: Fish Tissue ~
University of Kansas Biodiversity Institute
Collections Collection User Roles
. ol 3 Fish Observation Collection Admin
Left S I d e. L I St Of Fish Teaching Read Only - Legacy
® o o . %
M M H Fish Tissue

2+ collections within th -

% & collections e Fish Voucher

e o o H H M Geology

e Institution Herbarium User Accounts Assigned to this Collection

® o o

e e o INSEEES abentley (Collection Admin)

Invert Paleo guest (Read Only - Legacy)

rmartin (Collection Admin)
spadmin (Collection Admin)

Add User

Right Side: Collection
view for all roles and
accounts with access to

. Institution e oD
t h at CO l Ie Ct 1on University of Kansas Biodiversity Institute AR A

Collection(s)
KU Fish Observation Collection

KU Fish Teaching Collection Here are all of the collections contained in the
KU Fish Tissue Collection database

KU Fish Voucher Collection




Select the Institution

Institution

name and see;

Institution Library of

Role Templates

User Accounts
Defined in this
Institution

Security and Accounts

Institution

University of Kansas Biodiversity Institute

Collections

Fish Observation
Fish Teaching
Fish Tissue

Fish Voucher
Geology
Herbarium
Insects

Invert Paleo

Institution: University of Kansas Biodiversity Institute

Institution Library of Role Templates

Assign Roles

Bulk Attachment Import
Bulk Attachment Import
Collection Admin
Create Data Sets

Edit Forms and Global Preferences
Edit Pick lists

Edit Taxon Tree

Export Data

Full Access - Legacy
Full Data Access

Full WorkBench access
Inspect Audit Log
Manage Interactions
Print Reports

Read Only - Legacy
Read-Only Access

Run Queries

Security Admin

User Accounts Defined in this Institution

abentley (Specify 7 Admin) (Specify 6 Admin)
guest

rmartin

spadmin (Specify 7 Admin) (Specify 6 Admin)
specifyworkshop (Specify 7 Admin)
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At the institution level:

Define a role that can be
used as a template for
any collection

Build on one of our
defaults

Turn a custom role into a
template

© AddRole

From library:

Assign Roles

Bulk Attachment Import
Bulk Attachment Import
Collection Admin
Create Data Sets

Edit Forms and Global Preferences
Edit Pick lists

Edit Taxon Tree

Export Data

Full Access - Legacy
Full Data Access

Full WorkBench access
Inspect Audit Log
Manage Interactions
Print Reports

Read Only - Legacy
Read-Only Access

Run Queries

Security Admin

From an existing role:
Fish Observation:
Collection Admin
Read Only - Legacy

Fish Teaching:
Collection Admin
Read Only - Legacy

Fish Tissue:
Collection Admin

Daad Nnhs _ | amany

New

Institution Library of Role Templates

Role: Export Data

& University of Kansas Biodiversity Institute

Name

\/Export Data

Description

Gives ability to export DWC Archive from any table.

Role Permission Policies

v

7 Execute

m \/Export

Table

V| All tables

(Some policies that apply only at the institution-level are not present here at the collection-level.)

Add

@ AddRole

From library:

Assign Roles

Bulk Attachment Import
Bulk Attachment Import
Collection Admin
Create Data Sets

Edit Forms and Global Preferences

Edit Pick lists

Edit Taxon Tree
Export Data

Full Access - Legacy
Full Data Access
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This shows a complete list of all users

in the database.

You can click on a username to
see if a user has Collection
Access, assigned roles, or
institution-level policies.
Create new users with Create.

User Accounts Defined in this Institution

abentley (Specify 7 Admin) (Specify 6 Admin)
guest

rmartin

spadmin (Specify 7 Admin) (Specify 6 Admin)
specifyworkshop (Specify 7 Admin)

User Accounts Defined in this Institution

Specify User: abentley

Name

abentley

Account Setup Options

Change Password | Create Invite Link

Institution
[JInstitution Admin

¥ Custom Institution-level Policies (applies to all assigned collections)

Add

Collection
Fish Observation N7

Enable Collection Access

Agent
Bentley, Andrew C + Q

Assigned User Roles
Collection Admin

[JRead Only - Legacy

Custom Collection-level Policies (applies to this collection only)

m System

V| |Sp7 v | |Collectionv Access
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Single Sign On (SSO)

If your institution supports Single
Sign On (SSO) via OpenlD endpoints,
you can use your institution’s
identity provider to log into Specify.

o When creating or editing a user,
click Create Invite Link and
share the URL to start.

Users can choose between
traditional and SSO login

Account Setup Options
Set Password [Create Invite Link]

Actions:

© User Invite Link

Send the following link to joe to allow them to log in for the first time.

Copy To
Clipboard

http://al1y.test.specifysystems.org/accounts/use

English (en-us) )

English (en-us)

Phantauth

Sign In With Specify Account
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Creating a New User

Once you click the Create button
from the list of users in the
database, you need to fill out:

o Name (username)

o Click Set Password and enter
a new password

For each Collection, assign an
Agent and the appropriate roles.

Optionally, assign any
Institution-level policies if needed
or use “Create Invite Link” if you are
using SSO.

Specify User: abentley

Name

abentley

Account Setup Options

Change Password | Create Invite Link

Institution
[JInstitution Admin

¥ Custom Institution-level Policies (applies to all assigned collections)

Add

Collection
Fish Observation N7

Enable Collection Access

Agent
Bentley, Andrew C + Q

Assigned User Roles
Collection Admin

[JRead Only - Legacy

Custom Collection-level Policies (applies to this collection only)

m System v | |Sp7v  |Collection v Access



Collection

Select a Collection name
and see;

e Collection User Roles

e User Accounts
Assigned to this
Collection

Security and Accounts

Institution
University of Kansas Biodiversity Institute

Collections

Fish Observation
Fish Teaching
Fish Tissue

Fish Voucher
Geology
Herbarium
Insects

Invert Paleo

Collection: Fish Voucher

Collection User Roles
Assign Roles

Collection Admin

Export Data

Read Only - Legacy

User Accounts Assigned to this Collection

abentley (Collection Admin)
guest (Read Only - Legacy)
rmartin (Collection Admin)

spadmin (Collection Admin)



Collection User Roles

Changes to roles in a Collection do not
impact others in the database.

Add Role opens a dialog to select a

template role or a role from another

collection.

Import and Export allow you to export

all of the roles as a JSON file and import

them in any other collection.

o If two roles have a matching name,

the imported one will overwrite the
existing one.

Collection User Roles

Collection Admin
Read Only - Legacy

© AddRole

From library:
Assign Roles

Bulk Attachment Import

Bulk Attachment Import

Collection Admin

Create Data Sets

Edit Forms and Global Preferences
Edit Pick lists

Edit Taxon Tree

Export Data

Full Access - Legacy

Full Data Access

Full WorkBench access



User Accounts Assigned to

this Collection

This shows a complete list of all users in
the database.

All users listed here have
Collection Access.
This list does not show Institution

Admin users, who may have access.

Create new users with Add User.

User Accounts Assigned to this Collection

abentley (Collection Admin)
guest (Read Only - Legacy)
rmartin (Collection Admin)

spadmin (Collection Admin)

Add User

Specify User: abentley

Name

abentley

Account Setup Options

Change Password | | Create Invite Link

Institution
[JInstitution Admin

¥ Custom Institution-level Policies (applies to all assigned collections)

Add

fCollection N

|Fish Observation v

Enable Collection Access

Agent
|Bentley, Andrew C +Q

Assigned User Roles
Collection Admin

[JRead Only - Legacy

Custom Collection-level Policies (applies to this collection only)
m System Vv | |Sp7 v | |Collectionv Access
(Some policies that apply only at the institution-level are not present here at the collection-level.)

Add

¥ User's Permission Profile (read-only)
Note: preview may be out of date. Save changes to update the preview
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e Read-only preview of
permissions assigned to a
particular user

o Click on ‘Read,
‘Create’, ‘Update’, or
‘Delete’ to see which
role or policy granted
access

e See tool acces on the right
side

User’'s Permission Profile

¥ User's Permission Profile (read-only)

Note: preview may be out of date. Save changes to update the preview

Read Create Update Delete Table

O O (] Accession
Collection User Roles Action Resource
Read Only - Legacy Read All tables

User Permission Policies Collection Action Resource

None
(] a (] Accession Agent
(] (] [0 @ Accession Authorization
O O [0 D Accession Citations
O (] O @3 Address
O O [0 @3 Address Of Record
(] (] O Agent
(] (] (] Agent Geography
O O (] Agent Identifier
O (] O (® Agent Specialty
(] a O @ Appraisal
(] O (] Author
O O O @ Borrow

e Admin
e User
« Agents
» [J Update
 Invite Link
» [] Create
« Oic Providers
» []Read
« Password
» [J Update
* Sp6
 Collection Access
» [JRead
» [J Update
e Is Admin
» [J Update
« Attachment Import
« Dataset
» [J Create
» [] Update
» [J Delete
» [J Upload
» [J Rollback
 Batch Edit
¢ Dataset
» [] Create
» [J Update
» [JDelete
» [J Commit
» [J Rollback



Specify User: rmartin

Add

Deleting a User

[Fish Observation

e You can delete a user by viewing their profile and clicking B2 Enabe Collection Access
sl Delete. ==
e o o {Martin, Rene
coe o If that user has linked resources, those can block
e o o . . . Assigned User Roles
e deletion (e.g., queries, export mappings, app 3 Collection Admin /°
e e o [JRead Only - Legacy »"

resources).

Custom Collection-level Policies (applies to this collectic

m [System VJ M [Collection VJ (]

(Some policies that apply only at the institution-level are

© Delete blocked Add

The resource cannot be deleted because it is referenced by the following resources:

v User's Permission Profile (read-only)
@ SpQuery (2) Read Create Update Delete Table

[} Accession
lose :
[} Accession Agent

P
@ Accession Authol

(D Accession Citatic




Security and Accounts

& Documentation & Configuration & Installation Specify-7 , Members-only

R Grant © Staff 17 Jul 2022 User Roles
I
g Role Permission Policies

Before proceeding, make sure that you understand the institutional structure of Specify 4 (Policy Bt

and have the proper permissions to make changes. A I e a rn M o re

Institution Natural History Museum
Division Vertebrate Zoology Botany
Discipline Ichthyology Herpetology Non-Vascular Plants Vascular Plants
Collection Wet Dry Amphibians | Reptiles Mosses Lichens Herbarium Pollen ‘7 :

Please read Introducing the new Role-Based Access System in Specify 7 before
configuring your institution’s policies and user accounts.

To access the Security and Accounts panel, you must first navigate to the User Tools
menu. You access this menu by clicking on your username in the navigation menu.

Q Search ¥ Jump to end

A Notifications: 0

& KUFishvoucher

& Collapse https://discourse.specifysoftware.org/t/
security-and-accounts/539

Now click on 7 Security and Accounts.

& User Tools (spfishadmin)

User Account Export
# Change Password 1 Create DWC Archive
|& Log Out & Update RSS Feed



https://discourse.specifysoftware.org/t/security-and-accounts/539
https://discourse.specifysoftware.org/t/security-and-accounts/539

